
SECURITY
MOST AMERICANS REMEMBER ALL TOO WELL what a hard time federal officials had keeping 
the Affordable Care Act’s HealthCare.gov website available during its autumn 2013 debut. Less known is what 
a tough time they had keeping it secure. 

Hackers attacked the federal health exchange at least 16 separate times between November 6 and 8 alone, 
according to congressional testimony. And that’s just a tiny fraction of the assaults other players in the health-
care industry suffered that year: Security testing service Redspin Inc., of Carpinteria, Calif., says breaches at U.S. 
healthcare providers affected nearly 7.1 million patient records in 2013, up 137 percent from 2012.

Security is an issue in every industry, but healthcare organizations are among the business world’s most 
frequent targets. Yet hospitals, clinics, and medical practices can successfully protect themselves from a 
wide and growing range of risks just the same, experts say, provided they take the seven indispensable  
steps outlined below.

FAST-GROWING MENACES
Credit their rich troves of patient data for the unwelcome attention healthcare providers receive from cyber-
criminals. “There’s so much information in your health records,” notes John White, president and CEO of 
Canton, Ohio-based security consultancy Protection Management LLC. “If you can get it, you can really  
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who’s handling their information,” White says. Moreover, since the 
security landscape changes constantly, take time annually to factor the 
latest threats and compliance mandates into your risk assessment.

2. Develop response plans: One of the simplest ways to minimize 
the impact of a security incident is to figure out everything you need 
to do and everyone you need to inform before it even happens. “It’s 
the same process you go through when you’re setting up a disaster 
recovery plan,” notes senior security analyst Adrian Sanabria, of New 
York-based 451 Research LLC.

3. Conduct comprehensive employee security training: Poke 
around almost any hospital or clinic in America, White says, and you’ll 
probably see a laptop lying on the back seat of an employee’s car, or 
a logged-in PC left unattended where anyone can get at it. Educating 
everyone in your organization about regulatory requirements, mobile 
device safety, password management, and other critical security 
matters is an essential part of reducing such risks.

4. Use security software to ensure the availability, integrity, 
and confidentiality of your data: A state-of-the-art DDoS mitiga-
tion solution will help you keep data available by preventing artificial 
traffic jams from bogging down your network and website. Cloud-
based systems from leading vendors like Akamai add further protec-
tion by unleashing massive computing resources on attacks before 
they reach your defensive perimeter. “The best place to confront an 
attacker is outside your data center, not inside,” Akamai’s Shen notes.

To maintain the integrity of your data, meanwhile, deploy a Web appli-
cation firewall. “Scale and capacity are just as important against data 
theft as they are against DDoS attacks, so a cloud-based solution is a 
smart choice here as well,” Shen says.

Finally, use data loss prevention, mobile device management, and 
encryption software to protect the confidentiality of your data. “You 
have to make sure that information can’t be intercepted, and that if it 
is intercepted it’s nothing but garbage,” White says.

5. Conduct regular penetration tests: Otherwise, Sanabria 
notes, you won’t really know how sound your defenses are until 
they’ve been challenged.

6. Buy cyber-insurance: ’ Even the stoutest defenses can fail. A 
network security insurance policy will reduce the impact of those 
failures on your bank account.

7. Partner with an experienced healthcare security consultant: 
They’ll have the know-how to help you implement the other six best 
practices properly.

Indeed, securing a healthcare enterprise is a never-ending work in 
progress, White observes. Even so, however, taking these basic initial 
steps will position you for long-term success in that endeavor. 

do some damage with it.” As a result, identity thieves have been 
going after medical files with increasing vigor in recent years. Indeed, 
in a single August 2014 incident involving Community Health Systems 
Inc., of Franklin, Tenn., hackers made off with information about 
roughly 4.5 million patients from 28 states.

Hackers aren’t the only threat healthcare organizations need to worry 
about. Their own employees have an alarming tendency to fill laptops 
and USB memory sticks with heavily regulated patient data. If one 
of those devices is lost or stolen, the consequences for healthcare 
employers can include steep fines, costly lawsuits, and damaged repu-
tations. “Unfortunately, some people—in some cases a lot of people—
don’t understand the sensitivity of that information,” White says.

Distributed denial-of-service (DDoS) attacks aimed at overwhelming 
websites and applications with fake Internet traffic are a fast-growing 
menace as well. In April 2014, for example, “hacktivists” angered by 
a controversial case involving a teenager whose doctors stripped her 
parents of custody rights crippled the website of Boston Children’s 
Hospital. “It really goes to show you that anybody can be attacked 
at any time, for any reason,” notes Renny Shen, a product marketing 
manager at cloud-based content delivery and security leader Akamai 
Technologies Inc., of Cambridge, Mass. Those attacks can potentially 
compromise patient care, too, by slowing down clinical examinations, 
diagnostic tests, and pharmaceutical orders.

Worse yet, several trends are making risks like those more dangerous 
than ever. For one, healthcare providers are aggressively tightening 
already overstretched IT budgets, leaving less money for security. In 
addition, more and more healthcare applications are connected to the 
Internet, rendering them even more vulnerable to attack, and clinicians 
and patients alike are increasingly accessing health data via smart-
phones and tablets. “There’s a lot of personal information on those 
devices that really has no business being there,” White observes.

SEVEN ESSENTIAL STEPS
To safeguard both their patients and the bottom line, healthcare 
providers should embrace these best practices:

1. Conduct a detailed risk assessment: Start by analyzing your 
entire infrastructure for vulnerabilities. Pay especially close attention 
to systems that contain regulated data—including off-site backup 
solutions—and confirm that only appropriate persons have access to 
them. “It’s incumbent on the healthcare organization to know exactly 
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“Scale and capacity are just as 
important against data theft as 
they are against DDoS attacks, 
so a cloud-based solution is a 
smart choice here as well.”

For more information, visit www.akamai.com/ 
html/industry/life-sciences.html

— Renny Shen, product marketing manager 
Akamai Technologies Inc.
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